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. Results from the quantitative analysis of the semantics content
Cyber Securlty. A Look of 17 annual Global Information Security Surveys from EY

Across Two Decades spanning the period 2002-2019
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become more specific, it has also
become more technical and more

negative




Cyber Security: A Look
Across Two Decades

Finding 3

This split reflects a significant shift in
focus across the 2 decades

The Compliance and Risk
considerations which dominate the
period 2002-2009 are clearly replaced
by Incidents and Threats
considerations during the following
decade
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QOutsourcing and Cloud considerations dominate sharﬁly
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Keyword markers such as

are 3.5 times more
frequent across all
reports than

Relative frequency of 10 keyword markers across all reports

threat / threats

We tend to talk a lot about what

could go wrong ...
.. but not as much about we could do
to fix things
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Security as a balancing act * Security as a necessary
between Compliance barrier against real Threats
Requirements and Risk in a context of massive
Appetite (and costs) technological change (and
the aftermath of a
The CISO as Risk Manager historical financial crisis)

The CISO as Fire Fighter



What the next decade must address

Beyond 2020

>> The CISO as
Transformation
Leader

2010-2019

>> The CISO as
Fire Fighter

2002-2009

>> The CISO as
Risk Manager

The Execution Decade
Security as an imperative in
the “when-not-if” era, in a
context of significant maturity
deficit in many firms (and
potentially massive regulatory
fines)

The Realisation Decade
Security as a necessary barrier
against real Threats in a
context of massive
technological change (and the
aftermath of a historical
financial crisis)

The Compliance Decade
Security as a balancing act
between Compliance
Requirements and Risk
Appetite (and costs)



3 management considerations in conclusion
ahead of the next decade
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culture and governance, not anything lasting without the right organisation and
just technology operating model

More than ever, this is about D Throwing money at tech vendors will not build
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Methodology Summary

We gathered all EY Global Information Security Surveys from 2002 to 2019 in PDF format.

We read each PDF using the pdf text function from the Fdftoo/s package in order to obtain the full text for each page in machine-readable format. Because of the nature of PDFs,
some of the text could not properly be read (fancy headlines, non-standard font in some titles, etc.) but we were successful in getting more than 95% of the content of each
report.

We then performed some amount of data cleaning — removing standard English stopwords (e.g. and, but, all, did, ...), all one- and two-letter words, as well as some reports-
specific uninformative words such as: ernst, young, annual, survey, percent, or respondents.

We use(c(ij ]t;hfj quanteda package — the standard tool for managing and analyzing textual data in R — in order to turn the raw text into analyzable format called a document-feature
matrix (dfm).

A dfm is simply a (typically very sparse) matrix where each row i is a different document (here, each row is a year), each column j is a word, and every entry [i, j] is the count of
word j in document i. No stemming was performed at this stage.

We then computed the top 100 terms for each year and exported the final ranking (along with absolute counts and frequencies) to CSV for easy analysis in Excel. Stemming and
grouping of terms was performed manually in Excel using domain-expertise.

Afteg (Sréanually selecting the most interesting terms to the analysis, we went back to the dfm to complete the count for those terms in years in which they did not make it to the
top )

Many thanks to Vincent Viers for his help with the research and the methodology



https://cran.r-project.org/web/packages/pdftools/pdftools.pdf
https://quanteda.io/
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